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Proactive Acquisitions

Every organization has a standing portfolio of digital assets like email addresses, login credentials,
and security logs that must remain safe. Additionally, insiders may post tutorials or other proprietary
company information to online networks. If leaked, these items are often inexpensive to acquire

but require immediate detection and response to prevent potentially devastating impacts. Rather
than waiting to discover the breach and submitting a Request for Information (RFl) to Flashpoint, our
analysts will actively monitor these assets and proactively acquire them on your behalf, ensuring that

they don't become vectors for more serious cyber attacks.

Flashpoint's Proactive Acquisitions service is powered by our Curated Alerting team which has
decades of experience navigating illicit online communities, assessing risks, and interpreting

foreign-language content.

Benefits

e Safe access to large, curated collections of publicly available information
Cloud-based environment that is portable, scalable and extensible
Intelligence that is vetted, proven, trusted and evidentiary
Real-time and historical context available on-demand

Innovative solution ensures timely results backed by proven tradecraft and processes

Digital asset examples

e  Security logs e Stolen credit card numbers
e Brand names e Compromised account credentials
e Email addresses e Employee logins

e Tutorials




What's included

+/  Persistent monitoring of data according to your intelligence requirements
/  Timely acquisition of leaked digital assets

+/  Timely summaries and communication from Flashpoint

ABOUT () FLASHPOINT

Flashpoint is the pioneering leader in threat data and intelligence. We empower commercial enterprises and government agencies to decisively confront
complex security challenges, reduce risk, and improve operational resilience amid fast-evolving threats. Through the Flashpoint Ignite platform, we deliver
unparalleled depth, breadth and speed of data from highly relevant sources, enriched by human insights. Our solutions span cyber threat intelligence,
vulnerability intelligence, geopolitical risk, physical security, fraud and brand protection. The result: our customers safeguard critical assets, avoid financial
loss, and protect lives. Discover more at flashpoint.io



