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NATIONAL SECURITY SOLUTIONS

Flashpoint Data-as-a-Service for
National Security Organizations

Intelligence for missions that demand agile, comprehensive coverage of

publicly available information, threat actors, illicit activity, and global issues

National Security organizations require
immediate visibility into real-world threats.

Itis vital that organizations have the right data to broaden and enrich
their intelligence collection. In doing so, teams receive timely, actionable
information, enabling them to make better informed decisions, protect their

ability to operate across domains, and rapidly respond to criminal activities.

Flashpoint National Security Solutions (FNSS) Data-as-a-Service directly
enables this mission by providing near real-time threat information that
empowers organizations to understand, decide, influence, and act. Our full
threat intelligence collection enables missions across the attack, defense,

influence, and operational spaces.

Flashpoint's approach to identifying, collecting, aggregating and exposing

data ensures every user or organization can consume and analyze our data
within their organic environment, whether making calls against our search
API, or from one of our third party integration partners. Flashpoint's data is
available raw or with enrichments which allows the user to query data, submit
RFlIs, add to collection requirements, and make assessments and decisions,

whether their mission is to operate, attack, defense, or influence.

Flashpoint's Data-as-a-Service helps government agencies collect actionable
insight and deliver data-driven intelligence to decision makers. Our customers
have found success in the information operations, counter-state, offensive
and defensive cybersecurity, ransomware, threat finance, election monitoring,

blockchain, counter-narcotics, and counterterrorism missions.
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BENEFITS

Enables organizations to integrate
real-time open source information
with official reporting, support
predictive analysis, compliment
geospatial-intelligence, and
leverage an effective and omni-

potent intelligence platform

Provides near real-time access to
finished intelligence, normalized
data from DDW threat actor
communities, and other unique

data sets

Delivers unique insights and
additional context across multiple
topics, resulting in faster and

more impactful decisions

Allows analysts to focus on

their mission by alleviating the
burden of certain points along the
intelligence cycle by logging into
multiple platforms



Features

UNIQUE, TIMELY AND RELEVANT ADVANCED ANALYTICS AND AGGREGATION

INTELLIGENCE COLLECTIONS AND DATASETS
e Analysts inform proprietary analytics technologies

e Publicly available information (PAI) from indexed to ensure relevant data delivery and prioritization

and unindexed web forums, secure chat platforms,

social media, illicit marketplaces, message boards, Allows an enterprise or individual user to automate

account and credit card shops, blogs, ransomware the ingestion of our data sets and highly-enriched

sites, and cybersecurity vulnerabilities indicators of compromise

e Highly targeted and curated sources focused on ® Collections from social news aggregation and

cyber-crime, global extremism, drug and weapon discussion websites leveraged by both open and

trafficking, and other illicit community activities to deep and dark web communities
meet tactical and strategic objectives

DELIVERY VIA FLASHPOINT API
® Ability to collect new data sets, including obscure,

complex and unstructured data sources e Delivers high quality data to the user in their
preferred method of ingestion which makes the

ACCESS FINISHED INTELLIGENCE AND data most relevant to their requirements

THREAT ACTOR PROFILES e Empowers users with the context needed to enrich

and enhance internal data with our targeted data
e Access to analytical reports produced by our
acquired from highly curated sources
intelligence analysts, which cover a wide spectrum

of illicit underground activity, including crimeware, e APl and data pushes can be customized to support
fraud, emerging malware, violent extremism, and the user's cadence, including the ability to pull
physical threats near-real time data sets on demand

DaaS Offerings

FLASHPOINT REST APIS DELIVER DATA FROM: THE FLASHPOINT FIREHOSE DELIVERS DATA FROM:
e Social media e (Cardshops e Global social media
e Vulnerability intelligence e Account shops e Messaging apps
) Learn more about the
e Chat services e Documents e Defense forums Flashpoint Firehose
o lllicit communities o lllicit communities

ABOUT (j FLASHPOINT

Flashpoint is the pioneering leader in threat data and intelligence. We empower commercial enterprises and government agencies to decisively confront
complex security challenges, reduce risk, and improve operational resilience amid fast-evolving threats. Through the Flashpoint Ignite platform, we deliver
unparalleled depth, breadth and speed of data from highly relevant sources, enriched by human insights. Our solutions span cyber threat intelligence,
vulnerability intelligence, geopolitical risk, physical security, fraud and brand protection. The result: our customers safeguard critical assets, avoid financial
loss, and protect lives. Discover more at flashpoint.io



