
institutions located in the United States, United Kingdom, Australia, Belgium, Canada, 

Germany, India, Italy, Japan, Mexico, Spain, and Russia, through the use of the Trickbot 

malware. 

45. Specifically, Defendants and other members of the scheme (collectively 

hereinafter the "Trickbot Conspirators" or "Trickbot Group") worked to: (a) infect victims' 

computers with Trickbot malware designed to capture victims' online banking login credentials; 

(b) obtain and harvest other personal identification information, including credit cards, emails, 

passwords, dates of birth, social security numbers, and addresses; (c) infect other computers 

connected to the victim computer; ( d) use the captured login credentials to fraudulently gain 

unauthorized access to victims' online bank accounts at financial institutions; ( e) steal funds 

from victims' bank accounts and launder those funds using U.S. and foreign beneficiary bank 

accounts provided and controlled by Defendants and other Trickbot Conspirators; and 

(f) facilitate the installation of ransomware on victim computers. 

46. Members of the scheme (Trickbot Conspirators) were located in multiple 

countries around the world including, but not limited to, Russia, Belarus, Ukraine, and 

elsewhere. 

47. To perpetrate their criminal schemes, Defendants used a network of associates 

who provided specialized services and technical abilities in furtherance of the criminal scheme. 

The specialized skills and services included soliciting and recruiting malware developers; 

purchasing and managing servers from which to test, deploy, and operate the Trickbot malware; 

encrypting the malware to avoid detection by anti-virus software; engaging in spamming, 

phishing and spear-phishing campaigns against potential victims; and coordinating the receipt 

and laundering of funds from the victims to Defendants and others. 

10 



48. Defendants created Trickbot to further their criminal scheme. Trickbot was a 

modular, multi-function suite of malware tools designed in part to automate the theft of 

confidential personal and financial information, such as online banking credentials, from infected 

computers through the use of web injects and keystroke logging. Later versions of Trickbot were 

adapted to facilitate the installation and use of ransom ware. 

49. Defendants used the framework and code from Dyre to establish the basis for the 

Trickbot malware, and used their connections to Dyre and to others involved in the development 

and use of Dyre to create Trickbot. 

50. Trickbot was designed to evade detection by anti-virus software and other 

protective measures employed by victims and was generally spread through phishing and spear 

phishing campaigns. 

51. Trickbot infected millions of victim computers worldwide. 

52. In the United States, Trickbot primarily targeted victim computers belonging to 

U.S . businesses, entities and individuals, including those within the Northern District of Ohio. 

53. Trickbot was used to attack critical infrastructure including hospitals, schools, 

financial institutions, and governments. 

54. Once installed on a victim computer, Trickbot, in part, used web injects and 

keystroke logging to obtain and harvest online banking credentials from infected victim 

computers. Defendants then used these credentials to gain unauthorized access to victims ' bank 

accounts and then transfer and attempt to transfer funds from the victims ' accounts to accounts 

controlled by Defendants. 

55 . In or around Fall 2016, Trickbot began victimizing businesses, hospitals, schools, 

financial institutions, and individuals in the United States and worldwide. 
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56. In or around March 2020, Trickbot developers started to create their own 

ransomware. During development, the ransomware was named Locker or Cryptolocker. It was 

initially named Enigma and later Diavol. 

57. The Diavol ransomware was used to infect victim computers starting in July 

2021. 

DEFENDANTS 

58. Defendant MIKHAIL TSAREV (TSAREV), aka MANGO, was a citizen and 

national of Russia. During the timeframe of this Indictment, TSAREV was a manager and 

accountant for the Trickbot Group. As an accountant, TSAREV had the duty to pay salaries to 

members of the Trickbot Group from cryptocurrency wallets controlled by the Trickbot Group to 

individual Trickbot Conspirators ' wallets. Using the monikers "Khano," "dirty_f"'* *er_fritzzz," 

and "bomba777," among others known to the Grand Jury, TSAREV discussed Trickbot 

structure, salaries, and finances with other managers of the Trickbot Group. 

59. Defendant ANDREY ZHUYKOV (ZHUYKOV), aka ZHUIKOV, aka DIF, aka 

DEF, aka DEFENDER, was a citizen and national of Russia. During the timeframe of this 

Indictment, ZHUYKOV resided in Sochi, Russia and used the online monikers "dif," "def," and 

"defender." ZHUYKOV was a malware developer and computer programmer for Trickbot, 

responsible for managing developers ' access to the group ' s servers, configuring Jabber and 

development servers for use by the Trickbot Group, and creating automated processes for using 

stolen personal identification information to purchase goods. ZHUYKOV provided completed 

modules of Trickbot malware to PUTILIN and others to be crypted. 

60. Defendant MAKSIM GALOCHKIN (GALOCHKIN), aka BENTLEY, was a 

citizen and national of Russia. During the timeframe ofthis Indictment, GALOCHKIN was a 
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srkpgfcbi.ru, cbutcjyrgjc.ru, gtgnmxsd.ru, fabwnebkxer.ru, forkosdavery.com, rqhgrmlmda.ru, 

baralianada.ru, grmdmbqvq.ru, idyjinmxcvy.ru, theinvoicefax.org, infodocuments.com, 

invoicefax.com, infodocuments.org, trustclub. biz, thetrio. biz, phoenix-logistics-Uc.com, 

swallow-logistics-llc.com, gss-llc.com, smrtest-logistics-llc.com, zidarkman.biz, albatros

logistics.com, superadminz.com and testadmino.ru with false names and addresses in a manner 

that prevented the effective identification of and contact with Defendants and other Trickbot 

Conspirators and used those domains in the course of committing the felony offenses charged in 

Counts 1 through 3, 

All in violation of Title 18, United States Code, Section 3559(g)(l ). 

FORFEITURE: COUNTS 1 - 2 

The Grand Jury further charges: 

217. The allegations contained in Counts 1-2 of this Indictment are hereby re-alleged 

and incorporated by reference as if fully set forth herein for the purpose of alleging forfeiture 

pursuant to the provisions of 18 U.S.C. §§ 982(a)(2)(A), 982(a)(2)(B) and 1030(i). As a result of 

these offenses, Defendants MIKHAIL TSAREV, aka MANGO; ANDREY ZHUYKOV, aka 

ZHUIKOV, aka DIF, aka DEF, aka DEFENDER; MAKSIM GALOCHKIN, aka BENTLEY; 

DMITRY PUTILIN, aka GRAD, aka STAFF; SERGEY LOGUNTSOV, aka BEGEMOT, aka 

ZULAS; MAX MIKHAYLOV, aka BAGET; MAKSIM RUDENSKY, aka FONIN, aka 

BINMAN; VALENTIN KARYAGIN, aka GLOBUS; and MAKSIM KHALIULLIN, aka 

MAXF AX, aka MAXHAX, aka KAGAS, shall forfeit to the United States: (i) any and all 

property constituting, or derived from, any proceeds they obtained, directly or indirectly, as the 

result of such offenses; and, (ii) any and all personal property that was used - or was intended to 
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